Key Benefits

Expert Guidance
from Blackwell's
Security
Advisors

Comprehensive
Evaluation for
thorough
alignment with
HICP

Actionable
Insights to
enhance your
cybersecurity
posture

Rapid
Remediation
leveraging
advanced
MHXDR solutions
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HICP 10 Mitigating Practices
Rapid Assessment

Let Blackwell help you measure your alignment with HICP

Blackwell Security’s HICP 10 Mitigating Practices Rapid Assessment is a
comprehensive evaluation designed to ensure your organization’s alignment with
the Health Industry Cybersecurity Practices (HCIP) guidelines. This service helps
organizations enhance their cybersecurity posture through expert guidance and
actionable recommendations.

Background

The HHS 405(d) HICP publication outlines a healthcare-specific approach to
cybersecurity, developed in partnership with public and private organizations
across the healthcare industry. HICP provides practical, understandable, industry-
led, and consensus-based cybersecurity guidelines to reduce cybersecurity risks
for healthcare organizations of varying sizes. Focusing on the five most prevalent
cybersecurity threats, HICP introduces ten cybersecurity practices to address
these threats through implementation that is both cost-effective and voluntary.
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10 Mitigating Practices

@ Email Protection Systems - Implementing robust email protection
systems to safeguard against phishing, spam, and other email-
based threats

@ Endpoint Protection Systems - Deploying endpoint protection

Free Rapid solutions to secure devices from malware, ransomware, and other
Assessment threats.
with Key @ Access Management - Establish strong access controls to ensure

Stakeholders . o e .
only authorized individuals can access sensitive information.

@ Data Protection and Loss Prevention - Implementing measures to
protect sensitive data from unauthorized access and prevent data
loss.

@ Asset Management - Maintaining an accurate inventory of all IT

Results within a
assets to ensure they are properly managed and secured.

few hours
@ Network Management - Ensuring the network infrastructure is
secured and resilient.
o Vulnerability Management - Regularly identifying, assessing, and
addressing security vulnerabilities in systems and applications.
Fe s sl @ Incident Response - Establishing and maintaining a effective
Recommendations incident response plan to quickly address and mitigate the impact
for Remediation of cybersecurity incidents.

@ Medical Device Security - Ensuring the security of medical
devices to protect patient data and maintain patient safety.

@ Cybersecurity Policies - Developing and enforcing
comprehensive cybersecurity policies and procedures to guide the

organization’s security practices.



“An organization
should assess its
current security
and risk posture
to determine how
to prioritize the
practices and
should allocate
resources
accordingly."

Health Industry
Cybersecurity
Practices:
Managing Threats
and Protecting
Patients, 2023
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Service Details

Actions

Expert Advisor Assignment

Assign dedicated and experienced Blackwell
Security Advisor aligned with your
organization

Information Collection

Interview Key Stakeholders and gather essential
information across the 10 HICP Domain Areas

Outcomes & Observations Discussion

Review outcomes, program observations, and
identified gaps. Provision tailored remediation
recommendations.

Outcomes

Executive Confidence

Ensure an experienced guide through the full
process a thorough and accurate evaluation.

Guided Assessment

Evaluate your current cybersecurity
practices and identify gaps in alignment with
HCIP guidelines

Actionable Recommendations

Report on alignment results and present
actionable recommendation to address
identified gaps*

*Recommendations may include Blackwell Security MHXDR services for rapid gap coverage

Additional Information

Rather than introducing another framework or regulatory requirement, the HICP
publication serves as a best practice guide. The practices are not prioritized,
allowing organizations to pick and choose what areas to focus on, adopt, and
implement at their own pace.

Cybersecurity Made for Healthcare

Need help remediating gaps identified through a HICP assessment? Blackwells MHXDR
offerings are aligned to HICP guidance. With a seamless onboarding experience, Blackwell
can help you take action on meeting both levels of the CPGs with value delivered on day 1.

Blackwell Security is a dedicated Managed Healthcare Extended Detection & Response
provider. We are purpose-built to safeguard patient care delivery and patient data.
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Contact us at blackwellsecurity.com | info@blackwellsecurity.com
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